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PAT HS C OMPL ET ED PROGRESS

Operating System Fundamentals

3 Modules  Easy

To succeed in information security, we must have a deep understanding

of the Windows and Linux operating systems and be comfortable

navigating the command line on both as a "power user." Much of our time

in any role, but especially penetration testing, is spent in a Linux shell,

Windows cmd or PowerShell console, so we must have the skills to

navigate both types of operating systems with ease, manage system

services, install applications, manage permissions, and harden the

systems we work from in accordance with security best practices.

100% Completed

MODUL E PROGRESS

Introduction to Academy

8 Sections  Fundamental  General

This module is recommended for new users. It allows users to become

acquainted with the platform and the learning process.

100% Completed

Learning Process

20 Sections  Fundamental  General

The learning process is one of the essential and most important

components that is often overlooked. This module does not teach you

techniques to learn but describes the process of learning adapted to the

�eld of information security. You will learn to understand how and when

we learn best and increase and improve your learning e�ciency greatly.

100% Completed

Linux Fundamentals

30 Sections  Fundamental  General

This module covers the fundamentals required to work comfortably with

the Linux operating system and shell.

100% Completed

Network Enumeration with Nmap

12 Sections  Easy  O�ensive

Nmap is one of the most used networking mapping and discovery tools

because of its accurate results and e�ciency. The tool is widely used by

both o�ensive and defensive security practitioners. This module covers

fundamentals that will be needed to use the Nmap tool for performing

e�ective network enumeration.

100% Completed

File Transfers

10 Sections  Medium  O�ensive

During an assessment, it is very common for us to transfer �les to and

from a target system. This module covers �le transfer techniques

leveraging tools commonly available across all versions of Windows and

Linux systems.

100% Completed



Introduction to Networking

21 Sections  Fundamental  General

As an information security professional, a �rm grasp of networking

fundamentals and the required components is necessary. Without a

strong foundation in networking, it will be tough to progress in any area of

information security. Understanding how a network is structured and how

the communication between the individual hosts and servers takes place

using the various protocols allows us to understand the entire network

structure and its network tra�c in detail and how di�erent

communication standards are handled. This knowledge is essential to

create our tools and to interact with the protocols.

100% Completed

Using the Metasploit Framework

15 Sections  Easy  O�ensive

The Metasploit Framework is an open-source set of tools used for

network enumeration, attacks, testing security vulnerabilities, evading

detection, performing privilege escalation attacks, and performing post-

exploitation.

100% Completed

Windows Fundamentals

14 Sections  Fundamental  General

This module covers the fundamentals required to work comfortably with

the Windows operating system.

100% Completed

Getting Started

23 Sections  Fundamental  O�ensive

This module covers the fundamentals of penetration testing and an

introduction to Hack The Box.

100% Completed

Intro to Network Tra�c Analysis

15 Sections  Medium  General

Network tra�c analysis is used by security teams to monitor network

activity and look for anomalies that could indicate security and

operational issues. O�ensive security practitioners can use network tra�c

analysis to search for sensitive data such as credentials, hidden

applications, reachable network segments, or other potentially sensitive

information "on the wire." Network tra�c analysis has many uses for

attackers and defenders alike.

100% Completed

Setting Up

9 Sections  Fundamental  General

This module covers topics that will help us be better prepared before

conducting penetration tests. Preparations before a penetration test can

often take a lot of time and e�ort, and this module shows how to prepare

e�ciently.

100% Completed

Penetration Testing Process

15 Sections  Fundamental  General

This module teaches the penetration testing process broken down into

each stage and discussed in detail. We will cover many aspects of the

role of a penetration tester during a penetration test, explained and

illustrated with detailed examples. The module also covers pre-

engagement steps like the criteria for establishing a contract with a

client for a penetration testing engagement.

100% Completed

Vulnerability Assessment

17 Sections  Easy  O�ensive

This module introduces the concept of Vulnerability Assessments. We will

review the di�erences between vulnerability assessments and penetration

tests, how to carry out a vulnerability assessment, how to interpret the

assessment results, and how to deliver an e�ective vulnerability

assessment report.

100% Completed



Footprinting

21 Sections  Medium  O�ensive

This module covers techniques for footprinting the most commonly used

services in almost all enterprise and business IT infrastructures.

Footprinting is an essential phase of any penetration test or security audit

to identify and prevent information disclosure. Using this process, we

examine the individual services and attempt to obtain as much

information from them as possible.

95.24% Completed

Shells & Payloads

17 Sections  Medium  O�ensive

Gain the knowledge and skills to identify and use shells & payloads to

establish a foothold on vulnerable Windows & Linux systems. This module

utilizes a �ctitious scenario where the learner will place themselves in

the perspective of a sysadmin trying out for a position on CAT5 Security's

network penetration testing team.

100% Completed

Attacking Common Services

19 Sections  Medium  O�ensive

Organizations regularly use a standard set of services for di�erent

purposes. It is vital to conduct penetration testing activities on each

service internally and externally to ensure that they are not introducing

security threats. This module will cover how to enumerate each service

and test it against known vulnerabilities and exploits with a standard set

of tools.

100% Completed

Information Gathering - Web Edition

10 Sections  Easy  O�ensive

This module covers techniques for identifying and analyzing an

organization's web application-based attack surface and tech stack.

Information gathering is an essential part of any web application

penetration test, and it can be performed either passively or actively.

100% Completed

Incident Handling Process

9 Sections  Fundamental  General

Security Incident handling has become a vital part of each organization's

defensive strategy, as attacks constantly evolve and successful

compromises are becoming a daily occurrence. In this module, we will

review the process of handling an incident from the very early stage of

detecting a suspicious event, to con�rming a compromise and responding

to it.

100% Completed

Introduction to Digital Forensics

8 Sections  Medium  Defensive

Dive into Windows digital forensics with Hack The Box Academy's

"Introduction to Digital Forensics" module. Gain mastery over core

forensic concepts and tools such as FTK Imager, KAPE, Velociraptor, and

Volatility. Dive deep into memory forensics, disk image analysis, and rapid

triaging procedures. Learn to construct timelines from MFT, USN

Journals, and Windows event logs while getting hands-on with key

artifacts like MFT, USN Journal, Registry Hives, Prefetch Files,

ShimCache, Amcache, BAM, and SRUM data.

87.5% Completed


